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The threat of maritime terrorism may increase further because of the risk of
maritime cyberterrorism. Overall, the increasing reliance on information
technology is creating cyber-related risks in many shipboard operations.
Cyber risk management is a timely and important issue for the maritime
industry. Maritime cyberterrorism is an ongoing issue for negotiation in the
International Maritime Organisation (IMO). The IMO has issued guidelines
on ‘Maritime Cyber Risk Management in Safety Management Systems’. This
issue needs further negotiation in the IMO to establish an appropriate legal
framework. Although some of the IMO legal instruments may be liberally
interpreted to combat maritime cyberterrorism, the existing international legal
regime is insufficient to cover all aspects of this emerging threat. Against this
backdrop, this paper critically examines the challenges in framing an effective
international legal framework for combating maritime cyberterrorism.
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